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VA data theft and recovery timeline and details

The stolen laptop containing the personal information of millions of veterans, servicemembers and family members was recovered the week of June 26, 2006.
· On June 29, 2006, at the Committee on Veterans’ Affairs’ fifth full committee oversight hearing on the theft of sensitive information belonging to as many as 26.5 million veterans, 2.2 million servicemembers, and family members from a VA employee’s home,  Secretary of Veterans Affairs R. James Nicholson announced that the stolen laptop had been recovered.  Preliminary FBI forensic investigations show data was not accessed.  
· Responding to Chairman Buyer, VA Secretary Nicholson gave VA’s Office of Information and Technology broad authority over the department’s information resources and security.  

· Secretary Nicholson made the announcement of this fundamental policy change to grant greater authority to the VA chief information officer (CIO), as well as his intent to satisfy Buyer’s wish that VA provide detection, protection and insurance to any veteran who becomes a victim of fraud in connection with VA’s data loss. (June 29, 2006 hearing (http://veterans.house.gov/news/109/6-29-06c.html ) 
· Secretary Nicholson, responding to Chairman Buyer and the committee, vowed to change the culture at VA to one of more responsiveness and responsibility.

Said Chairman Buyer at the June 29 hearing, “Secretary Nicholson has at times not been well-served.  He inherited a bad situation, but as a military man, he accepted responsibility for this sorry state.  I commend him for taking bold action to change the culture at VA and for definitively granting his CIO the authority to manage and enforce VA’s information systems.” 
· Chairman Buyer is drafting legislation to correct vulnerabilities within VA IT, in to guide the development of an integrated departmental policy on cyber security and protection of veterans’ sensitive personal information from future breaches.
· At a June 8, 2006 hearing, Chairman Buyer said, “we must act promptly, yet we must also understand what went wrong at VA so that we can prevent it from happening again and fix the problems in the system.”
In its June hearings, HVAV brought in 18 witnesses to examine the loss of data, the current structure of information security as an extension of the structure of information technology, and looked into options regarding credit monitoring and information security.  
Witnesses included the VA secretary, the inspector general, and the general counsel.  Experts from the Government Accountability Office and experts in the field of data security, information technology management, and identity theft from academia and the private sector also testified before the committee.  
· June 28, 2006, At the fourth full committee oversight hearing on the recent VA data theft, the committee heard a familiar repeat of testimony from recent hearings, citing the culture of resistance to change and opposition to centralized authority within VA’s IT department.    
· June 22, 2006, House Committee on Veterans’ Affairs Oversight Hearing on the Academic and Legal Implications of VA’s Data Loss.

· June 21, 2006, VA announced that it will provide one year of free credit monitoring to veterans whose personal information may have been compromised due to this theft.  Also, the House Committee on Veterans’ Affairs Subcommittee on Health held an oversight hearing on safeguarding veterans’ medical information within the Veterans Health Administration.
·  June 20, 2006, Joint Oversight Hearing of the House Committee on Veterans Affairs Subcommittees on Disability Assistance and Memorial Affairs and Economic Opportunity on Veterans Benefits Administration Data Security.  

·  June 14, 2006, the House Committee on Veterans Affairs holds oversight hearing on information security at the VA.

· June 8, 2006, Committee Chairman Buyer and Committee on Appropriations Subcommittee on Military Quality of Life and Veterans Affairs, Chairman Walsh hold a business roundtable with information technology experts from private-sector companies, including Goldman, Sachs & Company, EMC Corporation, VISA, Citigroup, TriWest, and American Bankers Association.  House Committee on Government Reform holds a hearing titled: “Once More Into the Data Breach: The Security of Personal Information at Federal Agencies.”  
· June 7, 2006, the VA issued Directive 6504 Restrictions on Transmission, Transportation and Use Of, and Access To, VA Data Outside VA Facilities. This directive established a new policy that, among other things, restricts VA employees from transmitting, transporting, and accessing agency data while working in locations outside VA facilities.

· On June 6, 2006, HVAC learned that approximately 2.2 million active duty and reserve component service members’ data may have also been compromised.  

· May 25, 2006, both the House and Senate Committees on Veterans’ Affairs hold hearings with the Secretary and Inspector General to review the loss of sensitive information of veterans.  

· May 22, 2006, almost three weeks after the burglary, the VA released a statement acknowledging that data containing identifying information to include names, social security numbers, and dates of birth for up to 26.5 million veterans and some spouses, as well as some disability ratings was taken home by a VA employee, a data analyst.  

· May 3, 2006, the home of a VA employee was burglarized, and sensitive identifying information of veterans was reportedly stolen.  
OPTIONAL: APPENDIX TO VA data theft and recovery timeline and details 

BACKGROUND

Since 2000, the House Committee on Veterans Affairs Subcommittee on Oversight and Investigations has held six hearings where VA information security has been discussed. Below you will find a list of hearings, with the Committee on Veterans’ Affairs Subcommittee on Oversight and Investigations.

In May 2000, the prepared testimony of GAO stated that computer security is “critical to VA’s ability to safeguard its assets, maintain the confidentiality of sensitive information, and ensure the reliability of its financial data.”  Additional prepared testimony from the VA Inspector General (IG) acknowledged there are “Department-wide weaknesses in information system security that continue to make VA’s program and financial data vulnerable to error and fraud.”  Subsequently, the testimony in September 2000 repeated the statements of the May hearing.  GAO continued in the prepared statement that in early September 2000, “serious computer security problems persisted throughout the department and VHA because VA had not yet fully implemented an integrated security management program and VHA had not effectively managed computer security at its medical facilities.”

In April 2001, the Subcommittee on Oversight and Investigations met again to discuss “VA’s progress in addressing computer security…” and examine “weaknesses that were revealed in previous and updated GAO and VA IG reviews.”  Testimony at the April 2001 hearing echoed that heard in September 2000.  The IG reviews continued “to identify significant information security vulnerabilities that place the Department’s data systems at risk of unauthorized access and disclosure.”  Furthermore, the IG testified that “many of these vulnerabilities exist in violation of VA policy.”  The March 2002 hearing repeated the IG’s findings on vulnerabilities in VA’s information security.  In September 2002, the IG was able to provide testimony that “the Department has a number of initiatives in process which, if fully implemented, will improve VA’s information security posture.”  Actions cited include the “establishment of a VA-wide security plan and the required policies, procedures, and guidelines mandated by the Government Information Security Reform Act….”  The testimony continues to cite the actions that included the “staffing information security officer positions” an item found lacking in previous testimony before the Subcommittee on Oversight and Investigations.    

During the 108th Congress, the Subcommittee on Oversight and Investigations held a hearing on March 17, 2004, at which the Assistant Secretary for Information and Technology, Robert N. McFarland testified that the Department was “currently implementing a comprehensive security configuration and management programs designed to provide optimum protection of VA’s infrastructure from both the outside and inside attacks.” 

This Committee has been diligent in its review of VA Information Technology (IT), to include two hearings this Congress on September 14, 2005 and March 2, 2006.  Testimony from the GAO has shown since 1998, the Department has encountered numerous, consistent, and persistent problems with managing its IT programs.  There has also been a repeated lack of IT program management.  

In the IG Report, Major Management Challenges Fiscal Year 2005, released November 2005, the IG again recognized the challenge the VA information systems and security continues to be problematic. Specifically, “VA has not been able to effectively address its significant information security vulnerabilities and reverse the impact of its historically decentralized management approach. While VA has accelerated efforts to improve Federal information security, more needs to be done to put security improvements in place that effectively eliminate the risks and vulnerabilities of unauthorized access and misuse of sensitive information. 

IDENTITY THEFT


Identity theft is a crime in which the personal information of a victim may be used to fraudulently obtain credit, goods or services, employment, government documents or benefits, or to commit other crimes.  The Identity Theft and Assumption Deterrence Act of 1998 (P.L. 105-318), which made identity theft itself a crime, designated the FTC as the central storehouse for identity theft complaints.  Testimony from the FTC before the Committee on Ways and Means Subcommittee on Social Security in March 2006 described identity theft as a “pernicious crime that harms both consumers and businesses. Recent surveys estimate that nearly 10 million consumers are victimized by some form of identity theft each year. The costs of this crime are staggering.  The Commission’s 2003 survey estimated that identity theft cost businesses approximately $50 billion, and cost consumers an additional $5 billion in out-of-pocket expenses, over the twelve-month period prior to the survey.  The 2003 survey looked at two major categories of identity theft: (1) misuse of existing accounts; and (2) the creation of new accounts in the victim’s name.  The 2003 survey found that the costs imposed by new account fraud were substantially higher than the misuse of existing accounts.”  

In a January 2006 CRS report it was noted that: 

According to the Federal Trade Commission, identity theft is the most common complaint from consumers in all fifty states, and complaints regarding identity theft have grown for four consecutive years. Victims of identity theft may incur damaged credit records, unauthorized charges on credit cards, and unauthorized withdrawals from bank accounts. Sometimes, victims must change their telephone numbers or even their social security numbers. Victims may also need to change addresses that were falsified by the impostor.
On May 10, 2006, President George W. Bush signed an Executive Order to establish multiagency Identity Theft Task Force.  The Task Force is chaired by the Attorney General Alberto R. Gonzales and Deborah Platt Majoras, the Chairman of the Federal Trade Commission.  The Identity Theft Task Force will help provide information to educate consumers and businesses on ways to protect themselves.  

BRIEF LEGISLATIVE HISTORY

On December 4, 2003, the Fair and Accurate Credit Transactions Act Of 2003 (FACT Act) (Public Law 108-159), was signed into law.  This law created a national system of fraud detection and other provisions included a requirement for merchants to delete all but the last five digits of a credit card number on receipts, and gave consumers the right to a free credit report per year from each of the nationwide credit reporting agencies.

Additionally, in 2004, President Bush Signed the Identity Theft Penalty Enhancement Act, to provide law enforcement agencies new tools with which to prosecute violators of the financial privacy of American citizens.  

Furthermore, a number of data security bills have been introduced in the first session of the 109th Congress to address data security breaches.  One bill, H.R. 4127, the Data Accountability and Trust Act (DATA), as introduced instructs the Federal Trade Commission (FTC) to promulgate regulations that require each person engaged in interstate commerce that owns or possesses data in electronic form containing personal information to establish and implement policies and procedures regarding information security practices for the treatment and protection of personal information.  It also sets forth special requirements for information brokers, prescribes notification procedures for breaches of information security, grants enforcement powers to the FTC, and preempts state information security laws.  H.R. 4127 was reported from the Committee on Energy and Commerce on May 4, 2006.  

